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HERC Region 4 Cyber Tabletop Exercise AAR   

Western Wisconsin Healthcare

 


Incident Overview

Incident Name:  Waukesha Christmas Parade Incident   
Exercise/Location: 23 March 2023, Gundersen Health System – Onalaska Campus
Incident Hazard or Threat: Cyber Phishing 
Exercise Summary: A threat actor targets a third-party vendor through a phishing email as an entry point into hospital networks/systems. Attackers cause computer latency and network access issues and install ransomware on hospital computers.
After Action Debriefing and Report: The purpose of this document is to provide an analysis of actions to be taken and the response by the participants.  List of participating organizations:
· Mayo Health System

· Vernon Memorial Hospital

· Gundersen Health System 

· Crossing Rivers Health

· Tomah Health

· Cybersecurity and Infrastructure Security Agency – WI & MN

· Western WI Healthcare Emergency Readiness Coalition

· WI DHS – EMResource SME

· Jackson County Public Health Department

· Black River Memorial Hospital

The debriefing allowed an opportunity to solicit stakeholder feedback and collect response data to validate processes that worked and identify areas of improvement for processes that were not effective and provide recommendations to enhance these areas. These identified strengths, areas for improvement and suggested corrective actions are captured in this After-Action Report (AAR) and associated Improvement Plan (IP) Matrix.
Analysis of Incident Core Capability Performance

Aligning incident objectives and core capabilities provides a consistent taxonomy for evaluation that transcends individual events to support preparedness reporting and trend analysis. Table 1 includes the incident core capabilities with associated overall performance ratings (P, S, M, or U) as evaluated in the event after action debriefing.
Table 1-Summary of Core Capability Performance
	Core Capability Performance


	Rating

	Operational Communications 
	S

	Operational Coordination 
	S

	Intelligence and Information Sharing
	S

	Ratings Definitions

	· (P): The targets and critical tasks associated with the core capability were completed in a manner that achieved the objective(s).

· (S): The targets and critical tasks associated with the core capability were completed in a manner that achieved the objective(s) and did not negatively impact the performance of other activities.  However, opportunities to enhance effectiveness and/or efficiency were identified.

· (M): The targets and critical tasks associated with the core capability were completed in a manner that achieved the objective(s), but some or all of the following were observed: demonstrated performance had a negative impact on the performance; contributed to additional health and/or safety risks; and/or was not conducted in accordance with applicable plans, policies or procedures.


Based on the discussions and interactions of the participants, it was determined the targets and critical tasks were met during the exercise.  Although there is always room for improvement, a satisfactory standard was met and success could be considered achieved during this exercise.  All the participants agreed that additional exercises such as these are needed, but with different focuses on exercises as they progress from exercise to exercise.  It is encouraged that each participating organization develop their own internal exercise to test and maintain a high level of readiness should such a situation present itself in the future between exercises.  Region 4 Healthcare Coalition is committed in supporting and assisting all organizations located in the region to their success of security and defense against cyber criminals, regardless of the form the attack may come in.
Module 1
Scenario is a phishing email campaign at Region 4 hospitals. How would the hospitals be able to identify the campaign as malicious?

· GHS: We have email protections in place that checks for malicious links and campaigns. If the email were to get through, the best indicator would be if an employee were to report the email as phishing.

· Mayo: Same as GHS. IF the email were to make it past security protections, user interaction buttons would be the best indicator

· TMH: Same as GHS and Mayo, if the email did get through current protections, the email would need to be clicked on in order for an indication is triggered that a phishing email was successful.

· VMH: In a sense, this is the same process at VMH; regarding protocols and phishing emails
Noted: The participants felt confident in the program they have in place to defeat or reduce the possibility of a phishing incident. 

Does your organization have vendor training:

· TMH: We do not require this within our organization
· VMH: Training is not required, but attestation is prior to work being done at the hospital.
· CRH: BAA and attest they have done training

· Mayo: BAA and ISA. It would depend on if the vendor has a physical presence at the facility or not.

Noted; After a good deal of discussion, none of the organizations stated that they require proof of training completion, other than the vendor attesting that the training has been completed.

Network segmentation:

· Mayo and GHS: Guest network is segmented form internal network. All other participants agree they have segmentation as well and the importance of having such a system.  This system is set up to hopefully be successful in defeating such situations as being discussed.
CISA: discusses that all Region 4 has access to EM Resources and that sharing indicators with CISA helps all sectors with threat intelligence.
Noted: It was also discussed in this module how cybersecurity alerts were received and distributed within each organization.  CISA provided some recommendations of alternate sources of these alerts; such as professional working groups/membership organizations, federal alerts sent out by the FBI and the office of Home Land Security. 

Module 2
During the period between days 47-51; employees are now having significant issues with computer performance.  What actions are now taking within your organization?
· TMH: If a computer is compromised, the protocol is that the machine is reformatted.
· CRH: Incident Response plan initiated and all protocols are implemented to the level the situation dictates.
· VMH: IT is in touch with the admin team to determine next steps and begin an investigation.

· Mayo: Multiple layered Incident Response plan. Would initiate and then look at backups to ensure data and systems are not compromised.
· CRH: Crossing Rivers did a screenshare of current of their Incident Response Plan.  The outlined and explain how their process responds to situations that were presented in the exercise.

Noted: All participants stated they have a response plan in place, improvements can always be made as new information becomes available or new techniques are developed. The plan shared by Crossing Rivers Health has been requested by two organizations attending the exercise.

CISA Question: If there is a slow response to plan or you cannot get ahold of investigators, who would you call?

· Mayo: C-SOC to IC to coordinate incident, Legal, CISO, Incident Management team

· TMH: 3 people – CEO, CFO or CNO/Emergency Services Director

· CRH: CEO

· GHS: ITDS incident command would report to Hospital incident command would all be notified and gathered to discuss response actions.
· Public Health: IT Director along with Sheriff and EM teams are informed and discuss response actions.
Are the backups tested to ensure they work and are not corrupted or damaged?

· GHS: Weekly testing on various EMR files and monthly for other data systems is preprogrammed in anticipation of events such as this.
· TMH: Use Veeam and monthly testing to ensure data and systems are safe and not compromised.
· CRH: Veeam with monthly testing. Uses tapes as well.
· Mayo: Classes of systems and tiers and then applications vs files are examined routinely.  
CISA Question: How often do you do training exercises around cyber?

· TMH: Just started to implement and will continue moving forward.
· CRH: Periodically. Not in the last year or two, but will consider increasing going forward
· VMH: Started cyber drills 4-5 months ago. Target is every 2 years for an exercise
· GHS: Incident response assessment last year. Nothing since

· Mayo: SOC weekly training. Quarterly for HIC and BC

· Public Health: Talk quarterly. Monthly user testing and tag on education regarding on what not to do.
Noted: The coalition will build into it’s training cycle to conduct a tabletop exercise every two years or as needed based on current regional an national situations.

CISA Question: Biggest worry?

· Mayo: End users. Specifically phishing and drive by’s

· GHS: End users and focus on insider threats

· Public Health: Resources

· TMH: End users

· VMH: End user behavior and learning

· CRH: Users, state sponsors, zero days

Noted: During the discussion on this topic, concern was raised by all that this is the most vulnerable part of any organization.  Some of the participants may consider refresher training on a more routine basis or increase awareness throughout their organization of the dangers of potential phishing threats.

How would information be released or distributed, if any, to outside agencies or the public
· Mayo: Investigation is priority, remove services and then offer to share to parties deemed appropriate.
· GHS: Discuss what information could be release with H-ISAC, CEO conversations, and then Public Relations.
· TMH: Would only release information based on Incident Commander approval

· CRH: Communications office and CIO would determine what to release, when and how to release any information regarding an ongoing event.
· VMH: CIO would distribute once approved by senior leadership.
Noted: A great amount of discussion surrounded the concept of involving insurance providers during a cyber breech.  Many had a similar process for interacting and alerting the insurance provider of the situation.  Care and concern were raised about the timeliness of alerting the provider if the situation, which was followed by involving them in the decision-making process of working with or alerting outside agencies of the situation.  The insurance provider is considered an intricate part of the response process and in various cases a lead decision maker, depending on the situation and the severity of the breech.  

Strengths Noted:

· Collaboration and coordination between Hospital and CEO particularly

· Commonality of plans. Similar mitigation strategies, training, and ongoing education

· Reaching out for assistance or engagement with external partners

· Spectrum of IT plans and importance of them to the organization

· Testing plans and backups. Professional level for community and thoughts of patients/affected people

Improvement Noted:

· End user education and least privileged access

· Refresh of education and first one done of tabletop exercise. 
· Would like to host more, maybe FBI Cyber Division or Homeland Security can be included

· Targeted exercises to share resources and ideas

· Consider a future practice of having vendors provide proof that network training has been completed prior to the work being started

Improvement Plan
	Issue Description
	Issue 
Status
	Issue Closed Date
	Improvement Action
	Action 
Status
	Responsible Party
	Due Date

	End user education and least privileged access for new employees
	Open
	
	Review and update education as necessary
	Open
	Hospitals & PH
	12/01/2023

	Refresher education for current employees
	Open
	
	Establish a renewal education process for current employees
	Open
	Hospitals & PH
	12/01/2023

	Conduct future exercises with FBI cyber division or HLS
	Open
	
	Coordinate with CISA, FBI or HLS for future 

TTX for cyber exercises
	Open
	HERC Coordinator
	12/01/2023

	Targeted exercises to share resources and ideas
	Open
	
	Include this with the TTX with FBI or HLS
	Open
	HERC Coordinator
	12/01/2023

	Vendors provide proof of training
	Open
	
	All vendors contracted to work within the organizations cyber system, must provide proof of training/education of the organizations protocols
	Open
	Hospitals & PH
	12/01/2023
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